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ABSTRACT 
This paper presents an advanced theft prevention system of luxurious belongings, such as laptop using Radio 

Frequency identification (RFID).  In this proposed method a Global systems mobile (GSM) module is included to 

deliver a complementary system feedback for the operators. The laptop tag identification (ID) and its timer are 

identified from RFID readers that are already registered in the system server. When the connectivity is broken then 

the laptop is taken away than its allowable distance, an alarm system will be alerted from the server. A short message 

will be send to the owner via the GSM module within a short period of time. The integrated system of RFID and 

GSM modules form a robust wireless security system. This system can be improved by using Bluetooth universal 

technology such that it can be exploited easily and it has been embedded in most of the mobile devices.  
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1. INTRODUCTION 
Security system is widely used in several places such as at house resident and premises to secure their 

properties and also their safety at full time observation. Even the vehicles today have been installed with various 

security systems to circumvent them from presence taken away without the owner’s permission. As the development 

of technology is proceeding in every second has resulted an extremely changes in security system application such 

as the types of sensor and the microcontroller itself which can operate nearer and effectiveness. Basically, the security 

system is design with mixture of several sensors for detection of interruption or any suspicious movement. This 

security system will be stately by main control panel which can only be opened by the administrator. A 

microcontroller is usually used to be placed as the main control panel of the security system. Security system 

implementation approach depends on the area of the place and the types of security protection level needed such as 

at home residential, bank and portable device such as laptop (Lin, 2012). The development of the security system 

becomes more complex when the several of security level need to be implementing at the same place. In order to 

ensure the system has a high stability and flexibility, the programming which is developed to interact with the 

hardware must be efficient to response to the surrounding and free from interference (Trajce Dimkov, 2010). There 

are several essential things needed to be considered so that the security system has a high reliability and efficiency 

(Tan, 2008). One of major concern in design is microcontroller and its sensor. The main objective of this paper is to 

develop and program for a Wireless Laptop Alarm System using RFID. This system is a very valuable technology 

tool because nowadays, no security system for laptop. The system also provides some advantages for security 

dependence because all the users’ data can be stored in the RFID tag and it can be protected against undesired read 

access and any manipulation (Booth, 2006). This is very important procedure to make sure the system is safe and 

can avoid strangers from access the laptop without permission. This system offers an advantage to the user because 

the user does not need to remember the password, does not need any maintenance because it only used a simple 

circuit and its friendly user because the proposed system is portable so that it can carry anywhere. Wireless Laptop 

Alarm System can be relied on for excellent security system because through programming and specific hardware 

controller, only the specific user can have the permission to use the laptop or personal computer. 

2. METHODOLOGY AND OPERATION 

There are a number of computer theft protection products in the market. These generally belong to one of 

two different categories. The first category is the theft deterrence products and the second category is the theft 

recovery products. 

 
Figure.1. Block Diagram of Laptop Theft Alarm 
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RF Identification (RFID): The proposed system described in this paper uses RFID technology as a single hop 

network. The RFID reader will have the ability to read RFID tags and pass that information to server, which the user 

shall be able to maneuver the data collection and analyze the collected data as shown in Figure 1. RFID tag will be 

attached to the laptop and RFID reader is connected to the server. If an unauthorized user removes the laptop from 

the reader coverage area then the alarm system will be activated. At every two seconds the reader can scans the tag.  

Once the laptop interchanges back within the specified range, the alarm system will be dismissed. Thus, if 

unauthorized person tries to take the laptop, the alarm sound will be initiated and providing attention to the laptop 

theft. To improve the system, GSM module is used for sending message to the registered mobile number as a laptop 

owner, that the laptop had been stolen by unknown person. Typically GSM module arises with RS232 connector for 

connecting external terminal equipment, and the Subscriber Identity Module (SIM) cardholder. The GSM station is 

capable of handling SMS sending and receiving purpose. In this project, only sending function of SMS is applied. 

The SMS Inter-Working Mobile Switching Center (MSC) is used to forward the message to a Short Message Service 

Centre (SMSC). Then the SMSC communicates that message to the destination GSM network through the specific 

GSM Mobile Switching Center called the SMS gateway MSC (SMS GMSC). Based on the information received 

from the Home Location Register (HLR) and forwarded message of MSC the SMS GMSC is locates the serving 

MSC of the message receiver.  

System algorithm: A flow chart is framed for the proposed system of the laptop security which is shown in Figure.2. 

Using C programming language an alarm system is programmed in the graphical user interface (GUI). This program 

is provides control to the RFID reader, RFID tag and the GSM terminal. Normally the laptop can be put in shutdown 

mode or silent mode to save energy by the user, and therefore it has to be reconfigured each time when it’s started 

before it can read tags. All the information read from the tag will be transmitted to the server in a RF link and shown 

in a GUI. Once the laptop is moving out of a certain distance from the server base station, the alarm will be triggered. 

At the same time, an alert message is send to the laptop authorized person or owner to be attentive. The alarm can 

be stopped if the laptop is stimulated back within the specified range, or the program is ended. 

 
Figure.2. System Algorithm for wireless laptop alarm system. 

RFID Modules:  Recently, however, has the convergence of lower value and raised capabilities created businesses 

take a tough investigate what RFID will do for them is progressively being deployed in 

numerous applications starting from inventory management to anti-counterfeiting protection. Options like the 

power for a scanner to read information off an RFID tag situated many meters away create RFID tags a 

attractive replacement for bar codes, that need line-of-sight (LOS) to a reader before being read (Weinstein, 2005). 

The basic principle behind RFID systems is mark items with tags. These tags contain transponders that produce 

messages reads by separate RFID readers. Most RFID tags store some sort of identification number. A reader saves 

information about the ID number from a database, and acts upon it accordingly. RFID tags can also write the memory, 

which can store information for transfer to various RFID readers in different locations. This information will track 

the movement of the labeled things, creating that info accessible to every reader. Depends on the source of electrical 

power RFID tags drop into two general categories active and passive. Active RFID tags contain their own power 

source usually an on-board battery. Passive tags acquire power from the signal of an external reader. RFID readers 

originated in active and passive depending on the type of tag they read (Phillips, 2005).  

3. HARDWARE RESULTS 
The demonstration of laptop security system could be shown by utilizing all hardware as shown in the Fig.3. 

The RFID reader shown at the left of the laptop is used to communicate to the tag that had been attached to a mobility 

laptop. The GSM technology is used as the SMS interface to send SMS to the system user. Since the notebook shown 

does not have any DB9 serial connector port, to connect the GSM modem to the notebook USB port a Serial 

Communication cable is used. In this the notebook shown will act as the base station to run the program. The scenario 

demonstrated here is running in system with parameter set to COM4 for the communication port number of the RFID 

reader, and COM5 for the communication port number of the GSM terminal. 
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Figure.3. System Test 

The tag is in static mode and stated within five meters line of sight to the base station. As seen in this system, 

the reader will detect the tag at each 2 - 5 seconds. However, there is a possibility that the reader might not detect 

the tag signal temporally due to some uncertainties factors. In order to make this system become more practical and 

compatible to the real world, a GSM SMS service had been integrated into this system. The GSM terminal only will 

send a confirmation message to the laptop owner's mobile phone when timer is count more than eight seconds. It is 

implied that if the reader can detect 'back' the tag signal within 8 seconds, then the timer will start counting again 

from the beginning. Meanwhile, the alarm sound will stop. 

4. CONCLUSION 
This paper has demonstrated the integrated design of the laptop security system with RFID technology and 

current mobility technology of SMS messaging to form the theft prevention using WSS. Basically, the RFID reader 

is functioning as a base station and connected to the server via serial communication port. Meanwhile, the program 

is able to collect data from the reader and perform analysis. This paper has shown that with the laptop security is 

being benefited in long runs using proper implementation of such RFID and GSM technologies. The users or owners 

can easily identifies and avoid theft of laptops using this modern system. In future this idea also can implement to 

other valuable belongings such as laboratory equipment’s, mobile phones, etc. They need to attach the RFID tag to 

their belongings and run the security program. This system can also be enhanced by using Bluetooth wireless 

communications technology since the implementation of embedded Bluetooth devices is much easier and cheaper. 
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